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Standarder far varlden att fungera

SIS (Swedish Standards Institute) &r en fristaende ideell férening med medlemmar fran bade privat och offentlig
sektor. Vi &r en del av det europeiska och globala ndtverk som utarbetar internationella standarder. Standarder &r
dokumenterad kunskap utvecklad av framstaende aktérer inom industri, ndringsliv och samhélle och befrdmjar
handel éver grénser, bidrar till att processer och produkter blir sékrare samt effektiviserar din verksamhet.

Delta och paverka

Som medlem i SIS har du mgjlighet att paverka framtida standarder inom ditt omrade
pa nationell, europeisk och global niva. Du far samtidigt tillgang till tidig information om
utvecklingen inom din bransch.

Ta del av det fardiga arbetet

Vi erbjuder vara kunder allt som rér standarder och deras tillampning. Hos oss kan du kdpa
alla publikationer du behdver — allt fran enskilda standarder, tekniska rapporter och standard-
paket till handbdcker och onlinetjanster. Genom var webbtjénst e-nav far du tillgang till
ett [attnavigerat bibliotek dar alla standarder som ar aktuella for ditt féretag finns tillgangliga.
Standarder och handbdcker ar kallor till kunskap. Vi saljer dem.

Utveckla din kompetens och lyckas battre i ditt arbete

Hos SIS kan du ga dppna eller féretagsinterna utbildningar kring innehall och tillampning
av standarder. Genom var narhet till den internationella utvecklingen och ISO far du ratt
kunskap i ratt tid, direkt fran kallan. Med var kunskap om standarders méjligheter hjalper
vi vara kunder att skapa verklig nytta och Id6nsamhet i sina verksamheter.

Ve

Vill du veta mer om SIS eller hur standarder kan effektivisera din verksamhet ar
du vidlkommen in pa www.sis.se eller ta kontakt med oss pa tel 08-555 523 00.

Standards make the world go round

SIS (Swedish Standards Institute) is an independent non-profit organisation with members from both the private

and public sectors. We are part of the European and global network that draws up international standards. Standards
consist of documented knowledge developed by prominent actors within the industry, business world and society.
They promote cross-border trade, they help to make processes and products safer and they streamline your
organisation.

Take part and have influence

As a member of SIS you will have the possibility to participate in standardization activities
on national, European and global level. The membership in SIS will give you the opportunity
to influence future standards and gain access to early stage information about developments
within your field.

Get to know the finished work

We offer our customers everything in connection with standards and their application. You
can purchase all the publications you need from us - everything from individual standards,
technical reports and standard packages through to manuals and online services. Our web
service e-nav gives you access to an easy-to-navigate library where all standards that are
relevant to your company are available. Standards and manuals are sources of knowledge.
We sell them.

@@

Increase understanding and improve perception

With SIS you can undergo either shared or in-house training in the content and application
of standards. Thanks to our proximity to international development and ISO you receive

the right knowledge at the right time, direct from the source. With our knowledge about the
potential of standards, we assist our customers in creating tangible benefit and profitability
in their organisations.

If you want to know more about SIS, or how standards can streamline your
organisation, please visit www.sis.se or contact us on phone +46 (0)8-555 523 00



This preview is downloaded from www.sis.se. Buy the entire standard via https://www.sis.se/std-104342

Europastandarden EN ISO 22311:2014 galler som svensk standard. Detta dokument innehaller den officiella
engelska versionen av EN ISO 22311:2014.

The European Standard EN ISO 22311:2014 has the status of a Swedish Standard. This document contains
the official version of EN ISO 22311:2014.

© Copyright/Upphovsratten till denna produkt tillhor SIS, Swedish Standards Institute, Stockholm, Sverige.
Anvandningen av denna produkt regleras av slutanvandarlicensen som aterfinns i denna produkt, se standardens sista
sidor.

© Copyright SIS, Swedish Standards Institute, Stockholm, Sweden. All rights reserved. The use of this product is
governed by the end-user licence for this product. You will find the licence in the end of this document.

Upplysningar om sakinnehallet i standarden ldmnas av SIS, Swedish Standards Institute, telefon 08-555 520 00.
Standarder kan bestéllas hos SIS Férlag AB som &ven ldamnar allménna upplysningar om svensk och utléndsk standard.

Information about the content of the standard is available from the Swedish Standards Institute (SIS),
telephone +46 8 555 520 00. Standards may be ordered from SIS Férlag AB, who can also provide general

information about Swedish and foreign standards.

Denna standard ar framtagen av kommittén for Samhallssakerhet, SIS/TK 494.

Har du synpunkter pa innehéllet i den har standarden, vill du delta i ett kommande revideringsarbete eller
vara med och ta fram andra standarder inom omradet? Ga in pa www.sis.se - dar hittar du mer information.
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Foreword

The text of ISO 22311:2012 has been prepared by Technical Committee ISO/TC 223 “Societal security” of the
International Organization for Standardization (ISO) and has been taken over as EN ISO 22311:2014 by
Technical Committee CEN/TC 391 “Societal and Citizen Security” the secretariat of which is held by NEN.

This European Standard shall be given the status of a national standard, either by publication of an identical
text or by endorsement, at the latest by May 2015, and conflicting national standards shall be withdrawn at the
latest by May 2015.

Attention is drawn to the possibility that some of the elements of this document may be the subject of patent
rights. CEN [and/or CENELEC] shall not be held responsible for identifying any or all such patent rights.

According to the CEN-CENELEC Internal Regulations, the national standards organizations of the following
countries are bound to implement this European Standard: Austria, Belgium, Bulgaria, Croatia, Cyprus, Czech
Republic, Denmark, Estonia, Finland, Former Yugoslav Republic of Macedonia, France, Germany, Greece,
Hungary, Iceland, Ireland, ltaly, Latvia, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland, Portugal,
Romania, Slovakia, Slovenia, Spain, Sweden, Switzerland, Turkey and the United Kingdom.

Endorsement notice

The text of ISO 22311:2012 has been approved by CEN as EN ISO 22311:2014 without any modification.
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Introduction

Video-surveillance is a crucial asset in intelligence collection, crime prevention, crisis management,
forensic applications etc. The minimum requirement in societal security is for the authorities to be able
to rapidly use the data collected by different CCTV systems from given locations.

This International Standard provides an export interoperability profile which constitutes the exchange
format and minimum technical requirements that ensure that the digital video-surveillance contents
exported are compatible with the replay systems, establish an appropriate level of quality and contain
all the context information (metadata) necessary for their processing.

It is crucial for societal security that present and future video-surveillance systems implement this
interface to allow efficient forensic processing of the material produced, often in massive quantities.

ThisInternational Standard also contains provisionsto ensure that privacy measures canbeimplemented
to protect the rights of the individuals.

This International Standard does not impose implementation methods or technological solutions. It
relies heavily on individual technical standards separately developed and concentrates on minimum
necessary profiles or subsets thereof to achieve its societal security objectives.

This International Standard is a blend of profiles of standards and practices, which combined, will
achieve a minimum level of interoperability.

This implementation has only been possible because of standards produced by the following bodies:
— ISO/IEC]JTC 1/SC 29/WG 11, Coding of moving pictures and audio (MPEG);
— ISO/IEC]TC 1/SC 29/WG 1, Coding of still pictures (JPEG);

— [EC/TC 79, Alarm systems and electronic security (including its European equivalent CENELEC/TC
79, Alarm systems and electronic security);

— ITU, International Telecommunication Union;

— IETF Internet Engineering Task Force;

— SMPTE, Society of Motion Picture and Television Engineers;
— NATO, Standardization Agency.

The normative Annex A contains a metadata dictionary.

The importance of having images stored and presented to the user in such a way that their use is
facilitated is presented in the informative Annex B.
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Societal security — Video-surveillance — Export
interoperability

1 Scope

This International Standard is mainly for societal security purposes and specifies a common output
file format that can be extracted from the video-surveillance contents collection systems (stand alone
machines or large scale systems) by an exchangeable data storage media or through a network to allow
end-users to access digital video-surveillance contents and perform their necessary processing. The
means of exchange are not part of this International Standard.

This common output file format relies on a combination of several technical standards that individually
are not restrictive enough to provide the requested interoperability. These standards are formally
referenced to avoid duplications or divergence. When appropriate to improve the interoperability,
subsets or a limited number only of these standards are called.

Since video-surveillance recording often includes taking records of citizens, requirements relating to
privacy, use of the records and their disposal are also considered.

Based on the above mentioned technical standards, the following format components are covered:
— Video;
— Audio;
— Metadata:
— Descriptive (location, camera identifier, etc.)
— Dynamic (date, time, pan, tilt, zoom, identification results, etc.)
— Encapsulation/packaging for the output file;
— Data/access security and integrity;
— Provisions for privacy;

— Informative data regarding the presentation to users.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 10918-1:1994, Information technology — Digital compression and coding of continuous-tone still
images: Requirements and guidelines — Part 1

ISO/IEC 10918-5, Information technology — Digital compression and coding of continuous-tone still images:
JPEG File Interchange Format (JFIF) — Part 59

ISO/IEC 14496-2:2004, Information technology — Coding of audio-visual objects — Part 2: Visual
ISO/IEC 14496-3:2009, Information technology — Coding of audio-visual objects — Part 3: Audio

1) To be published.
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ISO/IEC 14496-10:2012, Information technology — Coding of audio-visual objects — Part 10: Advanced
Video Coding

ISO/IEC 14496-12:2012, Information technology — Coding of audio-visual objects — Part 12: I1SO base
media file format

ISO/IEC 14496-14:2003, Information technology — Coding of audio-visual objects — Part 14: MP4 file format

ISO/IEC 14496-15:2010, Information technology — Coding of audio-visual objects — Part 15: Advanced
Video Coding (AVC) file format

ISO/IEC 15444-1:2004, Information technology — JPEG 2000 image coding system: Core coding system — Part 1

ISO/IEC 23000-10, Information technology — Multimedia application format (MPEG-A) — Part 10:
Surveillance application format?)

IEC 62676-1-1, Video surveillance systems for use in security applications — Part 1-1: Video system
requirements3)

[EC 62676-2-3, Video surveillance systems for use in security applications — Part 2-3: Video transmission
protocols — IP interoperability implementation based on web services®)

ITU-T/Rec G.711, Pulse code modulation (PCM) of voice frequencies
SMPTE RP210.11-2008, Metadata Dictionary Contents

SMPTE 335M-2001, Metadata Dictionary Structure

SMPTE 336M-2007, Data Encoding Protocol Using Key-Length Value

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

31
video-surveillance
surveillance by video means

3.2
forensic
related to or used in courts of law

NOTE This applies to video-surveillance used to produce legal evidence.

3.3
metadata
information to describe audiovisual contentand data essence in aformat defined by ISO or any other authority

EXAMPLE Time and date, text strings, location identifying data, audio and any other associated, linked or
processed information.

3.4

static metadata

data associated with a digital image aside from the pixel values that does not change over time (or at
least does not change over the addressed sequence)

2) To be published.
3) To be published.
4) To be published.
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3.5

dynamic metadata

data associated with a digital image aside from the pixel values, which can change for each frame of a
video sequence

3.6

CCTV system

surveillance system comprised of cameras, recorders, interconnections and displays that are used to
monitor activities in a store, a company or more generally a specific infrastructure and/or a public place

3.7
logical structure
arrangement of data to optimize their access or processing by given user (human or machine)

3.8

geo-location

specific location defined by one of several means to represent latitude, longitude, elevation above sea
level, and coordinate system

NOTE Geo-location generally means the meaningful specification of the position of a point or object on the
earth. The term itself does not carry a prescription of the coordinate system to be used. Additional attributes
associated with a geo-location are not a part of a geo-location specification.

3.9
scene location
collection of geo-locations that defines the perimeter of the viewable scene of a camera

NOTE The coordinate system is the same for each geo-location in the collection. There is at least one geo-
location in the scene location. The geo-locations are ordered in either clockwise or counter clockwise order. Single
geo-location scenes interpret the geo-location as the centre of the scene.

4 General

4.1 Concept

4.1.1 Video-surveillance systems generic architecture
A CCTV system usually consists of hardware, software and human elements.

A CCTV system for security applications presented as functional blocks, which portray the various parts
and functions of the system, as well as the interactions with the human stakeholders is outlined in Figure 1.

This International Standard specifies the packaging and format of the data exchanged between the video
and system management functional blocks of a CCTV system and societal security end-users external to
the system as covered by the dotted zone of Figure 1.

Informative data regarding the presentation to users are given in Annex B.

The interactions between the components of the different functional modules of a CCTV system
are specified by the IEC 62676 series of normative documents. This International Standard is an
implementation of the provisions of 6.1.3 in IEC 62676-1-1 (to be published), which calls for publication of
all necessary information allowing intended usage of the data produced. Accordingly this International
Standard introduces the necessary extra requirements to the IEC 62676 series, without being in
contradiction with them.
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